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RBC Public Key Infrastructure

Rules and Manual of Operation


1.
Defined Terms

Capitalized terms not defined herein shall have the meaning given to them in the Digital Certificate Agreement.  

2.
Acceptance of a Digital Certificate

Upon acceptance of a Digital Certificate registration request, RBC will send to the Designated Certificate Holder an e-mail enclosing instructions for creating the Digital Certificate.  Upon the creation of the Digital Certificate the Customer is deemed to have accepted the Digital Certificate and confirmed at the time of acceptance and throughout the validity period of the Digital Certificate that:

• 
each Digital Signature created using the signing Private Key corresponding to the signature verification Public Key listed in the Digital Certificate is the Designated Certificate Holder’s Digital Signature and the Digital Certificate has been accepted and is operational (not expired or revoked) at the time the Digital Signature is created;

• 
 the information submitted to RBC for the issuance, management, update, or revocation of a Digital Certificate to a Designated Certificate Holder will be complete and accurate, and any changes to that information will be communicated without delay to RBC;

• 
no one other than the Designated Certificate Holder will have access to his/her Private Keys for which they are responsible;

• 
no unauthorized person has or will have access to a Designated Certificate Holder’s Private Keys or password,

• 
where a Digital Certificate is issued for a device, an application or a generic email address belonging to an organizational department or group, the Customer must designate an individual as having primary responsibility for that Digital Certificate and ensure RBC is advised immediately when the individual so designated is no longer responsible for the device, application, or generic e-mail address; and

• 
RBC will be notified if the Customer’s relationship with a Designated Certificate Holder has changed such that the Digital Certificate should be revoked or updated, or if there is any change in the Designated Certificate Holder’s information or authorization to act on behalf of the Customer.

3. Identity Manager

The Customer may appoint one or more persons as its Identity Manager for the following purposes:

• 
facilitating the enrolment of potential Designated Certificate Holders; 

• 
verifying the identity of each potential Designated Certificate Holder and their authority to obtain a Digital Certificate from RBC for conducting business on behalf of the Customer;

• 
transmitting application information to RBC through the software application provided or through paper or electronic forms supplied by RBC;

• 
providing initialization data for online key exchange and Digital Certificate creation;

• 
ensuring that the authorized officers enter into the Designated Certificate Holder Agreement; and 

• 
informing the Designated Certificate Holders of their rights, privileges and obligations pertaining to their use of any PKI keys, Digital Certificates, hardware or software provided by RBC, and of RBC’s procedures for the expiration, revocation and renewal of keys and Digital Certificates.

If an Identity Manager is appointed, the Identity Manager shall, prior to obtaining his/her own Digital Certificate from RBC, enter into RBC’s Designated Certificate Holder Agreement, and agree to comply with all terms and conditions outlined in that agreement.

4.
Security

The Customer is solely responsible for the security and proper use of the Designated Certificate Holder’s Private Key(s) and password(s). The Customer acknowledges that the Customer, and not RBC, is exclusively responsible for protecting the Designated Certificate Holder’s Private Key(s) and password(s) from compromise, loss, disclosure, modification, or unauthorized use. The Customer's duty to keep the Designated Certificate Holder’s Private Key(s) secure shall survive the expiration or revocation of the Digital Certificate.

5.
Term

Each of the Encryption Certificate and the Signing Certificate is subject to a term, which is indicated in the appropriate Certificate, and expires at the end of the term.  

If the Encryption Certificate or the Signing Certificate are set up to be renewed manually, the Identity Manager may apply to renew it within the three month period prior to the expiration of the Certificate, provided the Digital Certificate has not been revoked.  

If the Encryption Certificate or the Signing Certificate is set up to be renewed automatically, RBC will always initiate this renewal process.

6.
Confidentiality

The keys will not be disclosed without the prior consent of the Customer, unless required or permitted by law.  Decryption Private Keys will be backed-up by RBC.

7.
Amendments

From time to time, RBC may change the terms and conditions of these Rules and Manual of Operation by (i) mailing a written notice to the Customer at the address last appearing in RBC's records or (ii) sending an electronic notice to the Customer at the e-mail address last appearing in RBC's records, at least 5 days prior to the effective date of the change(s), as set out in the notice or (iii) posting such amendments to URL www.rbc.com/digital-cert the Customer is directed to consult monthly.  Notwithstanding the preceding, amendments posted to the URL shall not become effective for 30 days from the date of posting. 

8.
Termination

Upon expiration or revocation of the Digital Certificate(s) issued hereunder, or upon termination of this Agreement, the Customer shall cause to cease all use of the Digital Certificate(s) and have them removed from the devices and software in which they have been installed.  Either party may, upon giving notice to the other, terminate this Agreement at any time and upon such termination the Digital Certificate(s) issued to Designated Certificate Holders under this Agreement shall be revoked.

9.
Use of Third Party

RBC may make use of any third party to provide the Services under this Agreement.

10.
Designated Certificate Holder Agreement

The terms and conditions governing the use of digital certificates are outlined in the Designated Certificate Holder Agreement.
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